Virtua's Palo Alto GlobalProtect VPN

connect.virtua.org
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Prerequisites
e You must be using a Virtua Issued Laptop.

Installing GlobalProtect Agent

e GlobalProtect is automatically installed by the IT department. The software should already be installed
on your computer.

Connecting to GlobalProtect VPN
1) Click on the Start Menu.
2) Scroll Down until you find Palo Alto Networks. Expand it.
3) Choose GlobalProtect.
** |If you DO NOT see Global Protect Client, click here to Force Update of Software Center **

4. In the bottom righthand corner of your screen. Click the arrow to expand the taskbar.
5. Click on the GlobalProtect Icon inside the expanded taskbar.
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6. GlobalProtect dialog box should appear. Click Connect.

GlobalProtect —

Not Connected

b

7. A new window will pop-up.
a. Type inyour Virtua username with @virtua.org at the end. Ex: jsmith@virtua.org (NOTE: This could be
different then your email address)
b. Type in your password. Click Sign In.

(& GlobalProtect Login [m] X

Virtua Federation Services

Sign in with your organizational account

jsmith@virtua.org| X
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8. Multi-factor authentication is required.
a. If you're using Mobile Soft Token, click accept on your cell phone (Default Option). Once done, move on
to step 9.
b. If you're using a Token (Entrust App Token). Click Token. Then add the token security key from the
Entrust App into the text field. Once done, move on to step 9.
c. Ifyou’re using a One-Time password (Text Message). Click One-Time Password. Then add the One-time
password key to the text field. Once done, move on to step 9.

& GlobalProtect Lagin m] x

Virtua Federation Services

For security reasons, we require additional information
to verify your account (mpellegr@virtua.org)

Entrust Datacard Challenge Authentication

A Soft Token challenge has been sent to your
Meobile Soft Token application. When you
receive the challenge you will be asked to

“y~ confirm, coneern or cancel the challenge. Once
you have done so, the application will
automatically proceed to the next page.

Please ensure that the challenge reference number an
your maobile device matches the reference number
listed here: 16922659,

These are the possible authentication types for this
user:
Token

One-Time Password

Cancel ™

9. Once it connects and passes the HIP Compliance Check. You will get a message that you are now connected to
Virtua VPN. Enjoy!

GlobalProtect .S
connect.virtua.org

Welcome to the Virtua Network A

Your device has successfully passed the
Virtua Compliance Check, you are now

securely connected to the Virtua network. 2.4

12:01 PM
=
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**If you get a pop-up saying you FAILED the HIP Compliance Check. Please call the IT Service Desk at
856-355-1234 for help.
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Logging Out of GlobalProtect

** Once you are done for the day its best practice to log out

1. Inthe bottom righthand corner of your screen. Click the arrow to expand the taskbar.
2. Click on the GlobalProtect Icon inside the expanded taskbar.

- 11:27 AM
4/1/2021

3. GlobalProtect dialog box will appear. Click Disconnect.

GlobalProtect —

Connected

Your connection has been secured
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Force Update of Software Center
**ONLY need to do this if GlobalProtect is not in software center. If it’s not you may have to do a force update

1) From the Start menu or from the search box type Control Panel
2) Click on Control Panel

All

More

Web

Apps Documents

Best match

Control Panel 6 2 E

App

Apps
Control Panel

[51 Settings > App
Settings

K System > © Open

& Taskbar notification area > N
@ Seeifyou have a 32-bit or 64-bit - Recent

version of Windows =~ . .
‘& Configuration Manager

Search work and web .
& Device Manager

A2 control panel - See work and web results > ®  Power Options

2 System

h ]
Pag A O control panel

System and Security User Accounts
Review your ¢ uter's status a G Change account type

Save backup ¢ s of your files with File History

Backup and Restore Wi s7) —
) H’“ Appearance and Personalization
( i Network and Internet 3 e
% View network status and tasks ﬂi Clock and Region
/ Hardware and Sound :/ Change date, time, or number formats
W

e - Wi N 1
Adjust commonly used mobility settings Let f'lAndC"fs SUQQEﬁ AnHnge
Optimize visual display

-ﬁ View devices and printers £ ”
Add a device @ ase of Access

&« Programs
[.); Uninstall a program

Get programs

** |f you don’t see the above you but instead lots of smaller icons, go to the next step.

WV Virtua

Health



4) From the list (likely at the bottom), select Configuration Manager

@ System and Security
« < 4 W Control Panel 5 System and Security

Security and Maintenance

Control Panel Home - .
Review your computer's status and resolve issues

Troubleshoot common computer problems

System and Security

Windows Defender Firewall
Check firewall status

Metwork and Internet
Hardware and Sound
Programs g System

User Accounts View amount of RAM and processor speed

See the name of this computer

\@ Power Options
Change battery settings
©

Appearance and
Persenalization
Clock and Region
Ease of Access File History

Save backup copies of your files with File History

Backup and Restore (Windows 7)
Backup and Restore (Windows 7)

& .

BitLocker Drive Encryption
Manage BitLocker

& 4

Storage Spaces
Manage Storage Spaces

Work Folders
Manage Work Folders

Administrative Tools
Free up disk space | Defragment and o
W View eventlogs | WP Schedglet,

i

Configuration Manager

) Change User Account Control settings

Allow an app through Windows Firewall

&) Allow remote access

Change what the power buttons do
Restore your files with File History

Restore files from backup

ize your drives

v 0 »

Launch remote assistance

Change when the computer sleeps

) Create and format hard disk partitions

5) Select the Actions tab.
6) From the list of Actions

a) Select Application Deployment Evaluation Cycle, then click Run Now
b) Select Machine Policy Retrieval & Evaluation Cycle, then click Run Now
c) Select Software Inventory Cycle, then click Run Now

',_:;q. Configuration Manager Properties

Corfigurations |
Actions

Cache I

General I Components

Select an action to run a client cycle independent]
configured in the Configuration Manager console.

Network
Site

schedules that are

b

Actions: b

Application Deployment Evaluation Cycle

Discovery Data Collection Cycle

File Collection Cycle

Hardware Inventory Cycle

Machine Policy Retrieval & Evaluation Cycle 6

Software Inventory Cydei

Software Metering Usage Report Cycle
Software Updates Deployment Evaluation Cycle
Software Updates Scan Cycle

User Policy Retrieval & Evaluation Cycle
Windows Installer Source List Update Cycle

Fun Mow |

Cancel |

Apply |
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7) Wait a few minutes then go back into Software Center and press F5 to refresh the app list.

8) If you still do not see GlobalProtect client, you will need to contact the Service Desk at
856-355-1234 or x51234
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